Christian Family Services
CFS UDR7 Cutover Test Summary
On-site after-hours testing completed April 13, 2026
	Bottom line. The UDR7 successfully operated as the active router for the CFS production network during testing. Internet, internal network access, internal DNS, wired clients, Wi-Fi clients, and at least one outbound phone call all worked with the MikroTik removed and the Cisco ASA powered off.



1. Current working state left in place
Spectrum EN2251 modem is connected directly to the UDR7 WAN port.
UDR7 is now serving as the active router/gateway for the 192.168.44.0/24 network.
MikroTik has been removed from the live path.
Cisco ASA 5506-X remains powered off / unplugged.
The CFS network is currently bridged through Netgear port 26T to UniFi switch port 3.
System was intentionally left in this working state for staff to test in production on the following day.

2. Baseline configuration confirmed before cutover
	Item
	Confirmed value

	UDR7 WAN before change
	Port 4, private upstream IP 192.168.1.103

	UDR7 LAN / Default network
	192.168.44.0/24

	Gateway
	192.168.44.1

	DHCP range
	192.168.44.50 - 192.168.44.99

	DNS configured on UDR7
	192.168.44.100 and 1.1.1.1

	UniFi switch uplink
	UDR7 SFP+1 to CFS-SW16-PoE

	Pre-change documentation
	Photos taken before cable changes



3. Test sequence performed
Confirmed pre-test UDR7 settings and documented the existing state with screenshots and photos.
Uncabled the MikroTik from the live network path.
Unplugged / powered off the Cisco ASA firewall.
Removed the previous Charter-router-fed path so the old CFS network no longer had internet service.
Connected the EN2251 modem directly to the UDR7 WAN port.
Confirmed the UDR7 received a new WAN lease from Spectrum without requiring a modem power cycle.
Connected Netgear switch port 26T to UniFi switch port 3 to bring the live CFS network onto the UDR7/UniFi path.
Tested wired client access, internal DNS/internal resources, Wi-Fi client access, and phone functionality.
	

	
4. Key observed results
UDR7 WAN successfully changed from private upstream addressing to Spectrum WAN address 172.221.182.160.
No EN2251 reboot was required to obtain the new WAN lease.
A wired CFS PC received valid DHCP information from the UDR7, including gateway 192.168.44.1.
Internal DNS at 192.168.44.100 responded correctly and resolved public names during testing.
Public internet access worked from the wired CFS PC.
Internal resources were visible and reachable, including CFSDT-02, VJUMP, and the HP OfficeJet Pro 9120e.
An outbound phone call from the lunchroom / kitchen phone succeeded with the Cisco ASA powered off.
A Wi-Fi client on the UDR7 also received a valid 192.168.44.x address and successfully reached internal resources and public internet, including YouTube.

5. Detailed client test notes
	Test point
	Observed result
	Assessment

	Wired CFS PC
	IP 192.168.44.89; gateway 192.168.44.1; DHCP 192.168.44.1; DNS included 192.168.44.100; successful ping to 1.1.1.1 and 192.168.44.100; successful nslookup for google.com
	Pass

	Wired internal resources
	Network browse showed CFSDT-02, VJUMP, and HP OfficeJet Pro 9120e
	Pass

	Outbound email/internet
	Test email sent successfully from CFS environment; public internet reachable
	Pass

	Phone system
	Outbound call succeeded; inbound call could not be fully tested after 5:00 p.m. because the system forwarded incoming calls to voicemail
	Partial / acceptable

	ASUS Wi-Fi laptop
	Connected on 192.168.44.71 with gateway 192.168.44.1; ping to 192.168.44.100 succeeded; internal resources visible; YouTube confirmed working
	Pass





6. Items to note / follow-up concerns
The system appeared stable during testing, but some behavior can still change later as DHCP leases renew, ARP tables refresh, DNS sessions age out, and phone registrations remain active over time.
The SSID labeled CFS-guest appeared to land on the Default / main 192.168.44.x network rather than an isolated guest network. That should be reviewed and corrected before treating it as a true guest SSID.
Inbound phone testing during normal business hours is still recommended, since after-hours call flow prevented a full incoming-call test.

7. Planned next steps
Leave the system in its current working production state and allow staff to use it during the next business day.
Ask staff to watch for problems with browsing, Outlook/email, shared drives, printing, and phones.
Specifically verify inbound phone behavior during business hours.
If the system remains stable, the next likely step is to replace the old 10/100 Netgear switch with the new UniFi switch, potentially over the weekend.
After the switch replacement, review SSID/network mapping and clean up guest-network isolation settings as needed.

8. Overall conclusion
Today’s testing strongly supports the conclusion that the UDR7 can operate as the primary router for the main CFS network without the MikroTik in service and with the Cisco ASA removed from the live path. The test also suggests that a full move away from the old 10/100 Netgear switch toward the new UniFi switch is a logical next phase, subject to successful staff use during the next business day.

9. Additional late-evening switch testing
After the initial summary was prepared, several temporary Ethernet runs from the Panduit patch panel were moved onto the new UniFi switch for additional proof-of-concept testing before the eventual full switch replacement.
UniFi switch screenshots showed live devices appearing on multiple access ports, including ports 1, 3, 6, 7, 8, and 9, while the switch uplink to the UDR7 remained on SFP+2 / port 18.
A wired test device on the UniFi-switched path still showed 1 GbE link speed, DHCP from 192.168.44.1, IPv4 address 192.168.44.89, gateway 192.168.44.1, and normal internet/domain connectivity.
Additional outbound phone-call testing also remained successful after these temporary patch-panel moves, which is encouraging for the later full transition away from the old Netgear switch.


10. Practical implications for the weekend switch replacement
These extra tests provide added confidence that live user/device circuits can be moved from the old Netgear 10/100 switch onto the new UniFi switch while the UDR7 remains the active gateway/router.
The main practical challenge noted on site is that the Panduit patch panel is not labeled by switch-port destination. That means the cutover will likely require methodical trial-and-identification of devices as patch cords are moved to the UniFi switch.
Even if the ports are not identified immediately, traffic should still function as long as each active run is moved onto the correct VLAN / default access profile. However, cleanup and final port labeling may take additional time during the weekend work window.
A good operational approach for the full switch replacement will be to move a manageable group of patch-panel runs at a time, verify the affected endpoints, and then label both the patch panel and the UniFi switch ports during the process.

11. Updated overall conclusion
The additional late-evening testing further strengthened the conclusion that the UDR7 plus UniFi switching can carry the main CFS production network without the MikroTik in service and without the Cisco ASA in the live path. The remaining work now looks less like a routing proof issue and more like an orderly switch-port migration and labeling task.
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